Manage SFTP Password (Self-Serve UI)


“Manage SFTP Password” link will be added to the My Account > Manage Products tab under the Manage Products section.
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When clicked, the Manage SFTP Password page appears:
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This page allows the user to:

1. Reset their password, by entering appropriate values in each field and clicking the Reset Password button
2. Unlock their account, by clicking “here” in the “If your account is locked, click here to unlock it” link.
3. Reset their password even if they forgot their current password, by clicking the Forgot Password? link, which will display a similar looking page allowing them to reset the password without entering the current password.
4. See password complexity requirements, by clicking the info icon behind the New Password field.








SFTP Password Requirements:
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SFTP Reset Password Page:
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SFTP Password Page – Account Locked- Out
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SFTP Forgot Password Page – Account Unlock Link
[bookmark: _GoBack]
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Password Requirements:
« Password must be at least 15 characters long
« Password must contain:

o Upper case

o Lower case

o Numbers

o Special characters: ~16458°4 ()_+
« Password cannot be:

o Apassword you have used before

o Acommony known password

o Increment previous passwords

= For example : ConPLexPassword 98 -> ComPLexPassword_99

o Using repetitive characters
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