4/9/2021 Two-Factor Authentication - WRS Wiki

A (/xwiki/bin/view/Main/) v / Systems (/xwiki/bin/view/Systems/) ¥ / User Support (/xwiki/bin/view/Systems/User%20Support/) v
/ Two-Factor Authentication (/xwiki/bin/view/Systems/User%20Support/Two-Factor%20Authentication/) v

Two-Factor Authentication

Last modified by Brad Hall (/xwiki/bin/view/XWiki/bkh_1) on 2021/03/22 13:08

Two-Factor Authentication means that you will use an app on your phone in addition to
your username/password for access to the more sensitive areas of WRS. This will keep the
system secure even if your password is leaked or stolen.

Setting Up Your Two Factor Authentication

The first thing you'll need is a smartphone. It can be Android or iPhone. (Microsoft's smartphone should probably even work, too, but | don't
have one) This app will generate a new code every 30 seconds. When you log in, after entering your password, you'll be asked to enter the
code that appears in the app.

1. Download the App

The App that you'll need is the Authentication App. Go to your App Store and download Google Authenticator
(https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2) or Aegis Authenticator
(https://play.google.com/store/apps/details?id=com.beemdevelopment.aegis) (if you don't like Google or have a de-googled phone). Start
up the app to go through the initial setup.
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Google Play (https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2) ' App Store

(https://apps.apple.com/us/app/google-authenticator/id388497605) ‘ » %Tcl;ggh Play (https://play.google.com/store/apps/details?

id=com.beemdevelopment.aegis)

2. Register with WRS on your PC

On your PC, login with your Zimbra username and password (Do not put @wrshealth.com, use only the part before the "@") to:

https://authelia.wrshealth.com/ (https://authelia.wrshealth.com/)

bkh

(https://authelia.wrshealth.com/)

Password *

[] Remember me

SIGN IMN
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After logging in, you will see a screen asking you to register your device by clicking on "Not Registered Yet". Please do so.

Hi

LOGOUT | METHODS
One-Time Password

Register your first device by clicking on the
link below

Mot registered yet?

The system will now send you an e-mail. Open the link contained in the e-mail in the same browser that you logged in with.

3. Sync The Phone App

On the screen, you should now see a QR Code. Like this:
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Scan QRCode

Meed Google Authen ticator?

GETITON 1 rl P
e GooglePlay | @8 A

In the Authenticator App on your phone, tap the Add or "+" sign to create a new entry, then scan the QR code to synchronize your phone to
WRS Health.

4. Enter the Code
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Your Authenticator App should now show a code an a slow countdown bar. Enter the code on the screen. Every 30 seconds, it will generate
a new code. The software will allow wiggle room, so if you are still typing the code when it generates a new one, it will still allow you to login.

Hi

LOGOUT | METHODS

One-Time Password

Enter one-time password

Mot registered yet?

5. Done!
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You are now registered with Two-Factor Authentication with WRS Health. When you see this login screen appear when accessing resources,
just enter your user/pass, then the code, and you're in! The app will work even if your phone loses internet. The code generation is
completely self-contained in your phone.

Two-Factor Auth

Type Security
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